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Information Infrastructure 
Converged Infrastructure 

Enterprise Mobility 
Software-Defined Data Center 

Partners 

vCloud 
Hybrid Service 

Big Data 
Platform as a Service 

Agile Application Development 
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Audit 

DFIR 

Product 

Ops 
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2006 

Yahoo 
ID 
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http://talk.maemo.org/showthread.php?t=92317 

2014 
#Unlike 

 



6 © Copyright 2014 EMC Corporation. All rights reserved. © Copyright 2014 EMC Corporation. All rights reserved. 



7 © Copyright 2014 EMC Corporation. All rights reserved. © Copyright 2014 EMC Corporation. All rights reserved. 

Source: EMC Digital Universe with Research and Analysis by IDC, The Digital Universe of Opportunities: Rich Data and the Increasing Value of the Internet of Things, April 2014. 

MOBILE CLOUD BIG DATA SOCIAL 

TRUST 
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Immediate Access 

Tomorrow’s Clouds 

Labor Intensive 

Slow To Provision 

Yesterday’s Silos 

Low-Cost, Elastic  
Compute, Storage & 

Network 
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Rigid, Complex, Fragile 

Databases 
User  
Environments 

CRM 

Messaging 

Agile, Simple, Trusted 

Private 

Unix Unix Unix 
Windows 

Windows 
Windows 

Unix 
Unix 

Mobile 
Desktop 

Public 

Unix 

ALIGN 

ASSESS 
SUITABILITY 

REPLATFORM 
AND 

MIGRATE 

Hybrid 

Tomorrow’s Clouds Yesterday’s Silos 
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ERP 

Mainframe 
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Forecast of x86 
VM Workloads 

74% 

2014 
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Cloud Infrastructure Forecast 2012 to 2016 

Public Cloud Computing Internal Cloud Enabling Technologies

• Private and Public 
Cloud Growing 
Rapidly  

• Despite Flat IT 
Market, Significant 
Cloud Growth 
(CAGR) 

Public Cloud CAGR = 39% 

Internal Private Cloud CAGR = 21%  

Source: 451 Research Market Monitor  

$16B in 2012 to 

$44B in 2016 
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Public Hybrid Private 

•New Apps 
• App Resilience 
•Off-premises 
•Object and Commodity 

• Existing Apps 
• Infrastructure Resilience 
•Off-premises 

• Existing Apps 
• Infrastructure Resilience 
•On-premises 
• File & block 

WHY WELL-RUN HYBRID IS BEST 

Agile Simple Trusted 
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High-Profile Public Cloud Breaches 

 Sony 

 Google 

 Amazon 

 Apple 

 Microsoft 

 

I asked the guys when i first 
started there if i’d ever see a 
severity level 1, and they 
said you will NEVER see 
one in your career with 
amazon.. well.. what do you 
know haha. 

http://evilrouters.net/2011/04/29/the-ec2-ebs-outage-what-amazon-didnt-tell-you/ 

“ 



15 © Copyright 2014 EMC Corporation. All rights reserved. 

Nobody is secure. Sony is just the tip of this thing. 

You would have thought a big time reputable company like 
Sony would be running up-to-date, patched software with 
an appropriate firewall. If Sony didn't do this, which other 
big, reputable companies aren't doing this? 

There's nothing from the government or regulatory 
industry that says anything about how to run a shop. 

http://www.wallstreetandtech.com/articles/229403047?cid=nl_wallstreettech_daily 

“ 
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We carefully control the number of employees who have access 
to our systems, and we regularly upgrade our security controls—
for example, we are significantly increasing the 
amount of time we spend auditing our logs to ensure 
those controls are effective. That said, a limited number of 
people will always need to access these systems if 
we are to operate them properly--which is why we take any 
breach so seriously. 

- Google SVP Engineering 

http://gawker.com/5637234/ 

“ 

• Breaches Uncovered by Customers 

• Site Reliability Engineer (SRE) 
Invaded Chat / Voice / Mail 
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• “Rock Solid, Secure and Affordable” 

• Permanent Outage After Incident 
– General DDoS 

– EC2 Control Panel Access 

– Missing EBS Snapshots, AMI, S3 Buckets… 

"In summary, most of our data, backups, 
machine configurations and offsite backups 
were either partially or completely deleted. 
Code Spaces will not be able to 
operate beyond this point" 

“ 

http://www.theregister.co.uk/2014/06/18/code_spaces_destroyed/ 
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http://www.slideshare.net/alexeytroshichev/icloud-keychain-38565363 
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1. Right to Privacy (Anon, ID Immutability, ‘Fingerprint’) 

2. Right to be Forgotten (i.e. Spent Convictions) 

3. Freedom to Choose Where and by Whom Data is Stored 

4. Transparency of 3rd-Party Relationships Including 
Government Agencies 

5. Transparency in Terms of Service and Privacy Policies 

6. Big Data Analysis Risks and Vulnerabilities 
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Small Craft = iOS 
Ferry = Android 

https://www.mapbox.com/labs/twitter-gnip/brands/ 
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Apple 
Store 

https://www.mapbox.com/labs/twitter-gnip/brands/ 



23 © Copyright 2014 EMC Corporation. All rights reserved. © Copyright 2014 EMC Corporation. All rights reserved. 

h
tt

p
:/

/w
w

w
.n

p
r.

o
rg

/b
lo

g
s
/m

o
n
e
y
/2

0
1
4
/0

8
/2

7
/3

4
3
4
1
5
5
6
9
/w

h
o
s
-i

n
-

th
e
-o

ff
ic

e
-t

h
e
-a

m
e
ri

c
a
n
-w

o
rk

d
a
y
-i

n
-o

n
e
-g

ra
p
h
 

Management All Jobs 

Standard 
Workday (9-5) 
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RELEVANCE RESILIENCE TRANSPARENCY 
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Traditional IT Cloud 
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Traditional IT 

Rigid, Complex, Fragile 

Manager of 
Managers 

CMDB 

Agile, Simple, Trusted 

Cloud 

Health Risk Efficiency 

Infrastructure 
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Manage health, 
risk, efficiency 
and compliance 
of infrastructure 
and applications 

Govern and 
manage IT 
services, to run 
like a business 

Deliver 
infrastructure, 
applications 
and desktops 
as a service 

Business Automation Operations 
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Purpose Built 
Appliances 

Microsoft System Center 
For Exchange 

Microsoft System Center 
For SQL Server 

Oracle RMAN 

SAP HANA Studio 

VMWare vCenter 

Backup Infrastructure Applications Storage Infrastructure 

Management 
Console 
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Instance A 

Active 
Instance B 

Passive 

Replication 

Failure Domains 

Instance A 

Active 
Instance B 

Active 

Active / Active 

Distributed Virtual Volume 
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PUBLIC PRIVATE 

SYNC & ACCESS 
YOUR FILES 
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Sources Edges Infrastructure 

? 

US East 

US North 

US West 

US South 

EU North 

HTTPS 

HTTPS 
HTTPS 

Routes 
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Transport Layer Encryption 
• Impersonation 
• Key and Cert Management 

Rule-base (Behavioral) Access 
• Time 
• Location 
• Frequency, etc. 

Attack Response 
• Resourcing  
• Obfuscation 
• Filtering 

Multi-factor Authentication 
• Data or Network (Token) 
• Linked with Access Rule 

Anycast Architecture 
• Service Redundancy 
• Geo-proximity 
• Traffic Transparency 

Source Obfuscation 
• Randomness 
• Camouflage  
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RELEVANCE RESILIENCE TRANSPARENCY 




