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What is coming this
year and beyond...

predicciones-de-amenazas-
para-2025-preparate-para-ciberatagues-mas-grandes-y-audaces

INFORME

Predicciones sobre
ciberamenazas para 2025

Una perspectiva anual de FortiGuard Labs

F:ERTINET
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Telco Operators are Prime Targets for Attacks

Critical Infrastructure in any country

o
3

Nation-state actors Wealth o «',’['\Bafﬁsomware

Stop the network, Data of millions of Large cash flow, target to
stop the country subscribers raise money within hours

= m © Fortinet Inc. All Rights Reserved.
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Infol

Telco AttaCk attem pts Source: https://www.fortiguard.com/

Telco/Carrier Threat Landscape

Global Threats Exploit Techniques Malware Distribution Botnet Activity
(( )) Detected @ Detected w Detected e Detected
A 243.02bn 8.23bn 190.39M 882.26M
Malicious Activity Distribution by Region Behavioral Trend Analysis by Region
®EMEA ® LATAM ® APAC ®NA 1460 O
NA 0.1bn (1.3%) —‘ 1.2bn

APAC 2.2bn (19.4%) ﬂ
1.0bn

0.8bn
0.6bn
0.4bn

EMEA 5.7bn (51.1%) 0.2bn
LATAM 3.2bn (28.2%) -/



https://app.powerbi.com/groups/me/reports/ff461bd2-debe-408f-add8-7ac0cc981c15/?pbi_source=PowerPoint
https://www.fortiguard.com/

Users Network Business Resilient Platform
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Telco Workforce is Hybrid

Managing Hybrid Workforce Growing Cloud Adoption Journey to Zero Trust

Up to 70%
of companies use SaaS
apps today

Only 16% of companies
are fully remote

()

Will increase to 6 O %
84% 85% ot izt i

are hybrid or in 2025 by 2025

on-prem

Sources saasacademy.com | forbes.com | virtualizationreview.com
L)

© Fortinet Inc. All Rights Reserved. 10


https://www.saasacademy.com/blog/saas-statistics
https://www.forbes.com/advisor/business/remote-work-statistics/?utm_source=chatgpt.com
https://virtualizationreview.com/articles/2022/06/23/gartner-predictions.aspx?utm_source=chatgpt.com
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Step-1: Secure Hybrid Access with Zero Trust

Principl

.................................................................................................................................................................................................................................................................................................

Customer

Benefits |mprove Improve

user experience secure access

.....................................................................................................................................................

Secure Private Access (ZTNA)

Product Secure Saa$S access (CASB)

Secure Internet Access

Telco Office / SSE (SWG/FWaaS)
Point of Cloud Service

Sales

*+ SWG = Secure Web Gateway /| FWaa$S = Firewall-as-a-Service, which protect users and devices from web-based threats.
e=p ° ZTNA =Zero Trust Network Access, providing secure, identity-based access with explicit control. Can also be sold standalone. © Fortinet Inc. All Rights Reserved. 11
» CASB = Cloud Access Security Broker, which ensures secure access to SaaS applications and safeguards sensitive data.



Step-2: Extend to Device and Data Protection
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Step-3: Super-Users & Administration P ——p——
2 Management

Isolate different Segments

Segmentation FW

Ry

N

Internet %

)

Dedicated Workstation for ]
Privilege access )

With Remote Browser Isolation TN°
(RBI) rus

10

Privilege Access (PAM) + ZTNA

|

Corporate/Office/ =

Productivity Zone

Privileged Access
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v | B outbreak Threat Map | FortiGu: X | =

https://www.fortiguard.com/threat-map

https://www.fortiquard.com/threat-research/industr

<« > C 25 fortiguard.com/threat-map

2 M Gmail B YouTube %) Maps &8 Configuracion: Flash @ Nueva pestana Particulares @ Centro Vacunacion... @ Spain Travel Health

FortiGuard Labs ®

Timeframe: 24 Hours v

Top Threats

- UNE T.Back 7 ) i
. 10, ‘ IPS Target City
e | IPS Source City
SDK e : ‘7 | © Malware |
b oy
3,

o

u ) =

[ Todos los marcadores

Top Targeted
Countries

L= United States of

America
179,192,695

== Germany
n 29,622,825

B Canada
14,604,154

¢ Turkey
I 7,821,187

&
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Step-1: Protect Perimeter

Management & Orchestration

VNF-1 | VNF-2 N'L\I] VNF-4

© [2) scomentation Fw




Step-2: Expand to Convergent Data Center

With Al SoC

Incident
Response

il
=

4 )

R
Tl Ly

-~

Convergent Data Center

4 cou N

NGFW.

WAF

IT Cloud

2
=

NDR
Network Detection
and Response

Deceptor
Honeypot

EDR
Endpoint
Detection and
Response

Telco Cloud

~

'

B &

Firewall

©

CNAPP

Public Cloud



Step-3: Resillient Network Protection

Example of Operator in Korea Critical Systems (Wiretaps &

MisconfiguNetwork Subscribers Personal Data)
Salt Typhoon
and/or vulnerable
Threat Actor /

organization assets 4. PERSISTENCE

WAF
Deceptor

\ 2 K
1. RECONNAISSANCE . b [~ ] B
- ==

o = e / ll Segmentation
) oo - oo -

___________ Deceptor
____________________________________ DLP

Initial Access & Persistence & Privilege Lateral Movement &
Reconnaissance
Execution Escalation Exfiltration

© Fortinet Inc. All Rights Reserved. 18
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Dark Web




Business

Resilient Platform

Users Network
ce] & A



When Attackers Get in, They Stay Longer and Cost
You More

Average time from detection to remediation

12 hrs 6 hrs 12 hrs

Time to Detect . Time to Contain . Time to Investigate . Time to Remediate

SEC Rule
of organizations report
SecOps is harder than
two years ago, citing threats, a S
m
attack surface,

vqume/compIexity1 to disclose material of a cybersecurity Avg breach cost
incident

E:E Source: Enterprise Strategy Group, 1. ESG Research, SOC Modernization Survey, January 2025.



Ransomware, how it works
Black Basta s Real Case

—@82—©

- QQ'FQTP
1 _ —

The Human

The “Qbot” Malware that
3 = lesides inside of download
The Human Open files are automatically
receives a 2 _JEe Ll il
I . the infected files
Phishing email
with attached File

executed

The Malware detects the
= hard disk and Infects the
systems file's

%

Black Basta's
The command to delete
= the shadow copies and

Ransomware is spread in
all network's servers -
other backups is = Kidnapping payment
executed method available

Ransomware deploys on
5 = Endpoints start the Lateral

Movement spread in near
servers

© Fortinet Inc. All Rights Reserved.
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What could have been done??
Applying an adequate Anti-Ransomware security strategy

Reconnaissance Weaponization

Delivery
— =
Identify newly E@jot” Malware that
created IPs side of download

- andfiles The [~ 1 B|0£|{Qﬁ,mgrglétomatically
- Tg)lman - andll
esa

weaponize@X¥f&dited
Phishing email

Devittt attdcisedtagidte

reconnaissance »@

Shield vulnerabilities
ahead of patches

Malware detects the

Yk and Infects the 40

systems file's Bladrreord's

The command to delete Ransomyyae 5 spread in

= the shadow copies and all network s sgrvers -
other backups is = Kidnapping payment

Ransc?mwa CommandexeTaitedh| Adtiethod availabtiecs
5 _ Endpoints st

Movement spread in near
rg‘gﬁ/néﬂé\stallatlon
execution, encryption iﬂ ‘
Installation e

Detect DNS and
r 1 13 .
amn C2 traffic  © Fortinet Inc. All Rights Reserved. | 22
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Secure
Workplace NDR
Incident &

S
A[e)fatalre SR Response Services
Deceptor @ K
Secure el o
Cloud —
EDR AN

Data LA:U

- © Fortinet Inc. All Rights Reserved. 23

Applying NIST Model

Digital Assets




Achieve Threat Response In Minutes, Not Weeks

Before

Manual incident response and reporting

The Quantified Benefits of

Fortinet Security Operations
Solutions

Improved Security Team Operational Efficiency and Reduced
Afte r Risk to the Organization, Each by Up to 99%
A K actoe Dvecior and Principal Economec Validation Analyst
Al-driven Telco Sec Ops

Time to

Time to Time to Time to
Detect l Contain l Investigate l Remediate

24



Resilient
Platform

1. Platform Architecture
2. Al Powered SoC

Business

)

Users Network

oo} &3



Step-1: Platform Architecture in Motion...

FortiGate as
Secure
Internet /
NGFW

Vulnerability
D Management &
(/
loC

FortiSwitch+
FortiAP as

SD-Branch
((®)

»e

((®)

FortiAnalyzer as

>

Phishing

Alert

0365

ortiMail as E]

y for e-mail

Malicious
Mail

FortiMail Protects malicious mails incoming
and Outgoing

User sends Credentials via Mail

FortiMail detects, Blocks (Data Loss
Prevention), and generates alert to
FortiAnalyzer (SoC)

FortiAnalyzer generates Indicator of
compromise (loC)

Telco SOC can automate an action to block this
user workstation

© Fortinet Inc. All Rights Reserved. 26




Step-2: Integration of Al into CyberSecurity Process
Assist

Al Assisted Operations
b Proactive, Automateg SO
and NOC

QortiAl-Assis’

m
&
LAMN ﬁ

P rote ct nciden Optimization utomate

I%\ F:espdonste . :_Alertt : Secu re AI
Optimizatiofr =7 riage

S @ : . Secure LLM, Al systems

Secure Al Usage

Defends against zero- GenAl App N/ Secure by design
Detection Policy Auto
. day’ g Creation Configuration ﬁ deployment and usage of
emerging Al threats and a T LLM Models, Al systems
GenAl usage S
Al App Zero-d.ay Threat API Protection
Control Protection Uhrretfrmes
o —T r
& & £5
Al-PoweNetwork Emerging Al Threat Detection LLM Data Al Web App
Security Services Threat and Response Privacy PretEnien LLM Recon
Protection I
FortiAl is embedded ki:i) | into the Security Fabric
A
amn )
= © Fortinet Inc. All Rights Reserved. 27
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[isw=! Alert-45 | A suspicious packet was sent D a4 2| o o e ommentioins ©

Last Medifi=tasoomnaa 02:55 PM by CS Admin

Fields Records Playbooks

R

Suggestions (2) L8

Sevority
Critical

® Audit Logs

Assigned To
Time Remaining To Ack CS Admin

Ack SLA Awaliting Action A OUIYB 00 hr 00 min Oo s6C

Ack Date 3 Select Date

Response Du..  12/06/2023 03:46 PM Response Date (3 Select Date Response S.. Awaiting Action bt

Time Remaining To Response

0 days 00 hr 00 min 00 sec

Description

A suspiclous packet was sent. SMB Server Traffic contains NTLM-Authenticated SMBv1 Session. Actifity was detected related to NTLM-Authenticated SMBv1 Sesslon, that
Indicates attempts to abuse the exploits in SMBv1,

Detalls

»
Assigned To CS Admin Source FortiSIEM Assigned Date 12/06/2023 02:346 PM
Status Open - Source 1D 4 Resolved Date (3 Select Date

-
-
v Hide Empty Flelds
Source Target Process/Flle Qthers
Source |P 10.121.221.12 Destination IP 10.132.255.118 ’ 3
_— 3 Escalate v Resolve =3 Send Email [# Edit Record T, Export Record {7 Delete Record

1 Sync Record



Wonspace: lnvestigate Alers » “Transier Of Malwire..

critical »  Alert-44

Last Medir-c sp penin2 02:51 PM by Playbook

Response Du 12/06/2023 03:11 PM

Description

Suspicious transfer of malware named 'TemplateAttack_DragonFly_2_0' (MD5: 722154a36f32ba10e98020a8ad758a73)
\ADMIN\CVcontrolEngineer.docx’ after a 'read’ operation

Details
Assigned To CS Admin
Status Investigating >

v. Hide Empty Fields (i

Source

Source 1P 10.121.221.12

A [T o

= Task Investigate Alac - “Transler Of Malware . = Alort: Transfer Of Ma  ofe Crick here to croy

Transfer Of Malware Detected - Dragonfly 2.0

© Advisor e

FortiSOAR Al Assistant

* Operation: Read (this file was accessed or possibly copied)

= Issue: The alert indicates that a file, which matches the signature of a known malware
(TemplateAttack_DragonFly_2_0), has been accessed on a network. The pr e of this mal
a cybersecurity breach,

@® Audit Logs
¢ could imply

Immediate steps should be to:
1. Isolate the infected system(s) to prevent further network contamination.

Ack Date 12/06/2023 02: Ack SLA Missed
2. Investigate and validate the alert to confirm If a breach has occurred.
= = 3. Follow your organization's incident response protocol.
espanse Date. [3 Select Date Response 5. Awaiting ) 4. Engage your cybersecurity team to analyze the malware and contain the threat.

5. Change passwords and credentials If necessary.
&. Inform relevant stakeholders about the breach and its potential impact.

u The second alert relates to the first one by suggesting a possible method through which the malware could have

been transferred. Here's how they are connected:
« SMBv1 Vulnerability: The second alert indicates there was traffic containing an NTLM-authenticated Session
using SMBv1, which Is known to be vulnerable to various exploits.

Source FortiSIEM « Exploit Path: An attacker could have exploited the SMBv1 vulnerability to gain unauthorized access to
network resources and potentially transfer the malware.

Source |1D FSM-324-F654 » Correlation: The malware transfer detected in the first alert might have occurred as a result of the
exploitation noted In the second alert,

Escalated . No © respond to this, you should:

lately disable SMBv1 protocol on all syst: If possibl
2. Con rough Investigation to find the source of the SMBv1 traffic and the related exploitation
attempts,
3. Apply necessary patches to fix vulnerabllities in SMBv1 on any legacy systems that absolutely require it.
4. Cross-reference logs to see if the detected SMBv1 activity corresponds with the timing of the malware

transfer.

5. Continue with the incident resp d for the first alert.

steps as outli

Target

Destination IP
Ask a question

10.132.255.118 lase Coniareat

¥ Resolve 2 Send Email lE"'ypc a mejsage

\

o



+ Click here Lo drog

P Playbooks / Collections / D1 - Drafis / Investigate Malware

© Advisor maew

28
Steps FortiSOAR Al Assistant
= The Trigger step decides how a playbook starts in Fort/SOAR™. Multiple ways of
triggering a playbook are available from which users can choose the most suitable
2 method. 6 Hi there! How can | help you today? | can help you generate playbook templates for your common use cases, For
help on best practices on asking questions that give best results, use the ‘help' icon above.
CHOOSE A TRIGGER e e e
@ i Select a Trigger Step ;
TRIGGERS RSt e oo i

1]

P Manual

b4 Triggered when the user selects record(s) and then selects the playbook from
\#¥ the "Executn” lst,
2 (A On Create

* Triggeted on the crention of records that match the specitied criterls,
o)
On Update

@ Triggeced on the updation of records that match the specified critela.

- Referenced
& & 1 Triggered from anothar playbook using & *Reference Playbook® step or from a

schedule,

>

Custom API Endpoint
Triggered from an AP| reguest to @ custom endpoint.

On Delete

Triggered on the delation of records that match tha specitied criteris

aybook trigger conditions,

© Playbook Generation (i | @ Response Plans / Jinja / Playbook How To's (1 Clear Conversatio

Type o mcsn*




Barriers in Cyber-Security Adoption

What Companies say...

62% Limited Budget

51%

Lack of Qualified Staff

45%, Complex Implementations

36% CyberSecurity is seen as “Expense” and not as “Investment”

- m © Fortinet Inc. All Rights Reserved. Source: ISC2 - Estado de Ciberseguridad LATAM 2023 5,




Breaking Barriers with Cyber-Resillient Platform

Cost Optimization witn

62% Limited Budget

Plataform Architecture

51% Lack of Qualified Staff SoC powered with Al W

‘ I
|

Native integrations within

0 Complex Implementations
45% P P same Platform

CyberSecurity is seen as “Expense” and Business Protection with anti-
not as “Investment” Ransomware

6%

i © Fortinet Inc. All Rights Reserved. Source: ISC2 - Estado de Ciberseguridad LATAM 2023 ;3
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Fortinet Contributes to the Sustainability of Society

LALS

G CLEAN WATER
AND SANITATION

L

1 ocoums [l 12 ﬁ%m

aidz | €O


https://www.un.org/sustainabledevelopment/news/communications-material/
https://www.un.org/sustainabledevelopment/news/communications-material/
https://www.un.org/sustainabledevelopment/news/communications-material/

Our Environmental
Commitment

) Net Zero Goal |>Z<| Science-Based Targets
Aspiring to reach net zero Progressing toward SBTi-
emissions by 2050 across our validated near-term climate
entire value chain. targets

£ Product Environmental Impacts

Reducing footprint through product energy efficiency, sustainable

packaging, and circular practices.

A © Fortinet Inc. All Rights Reserved.

F-RTINET

2024
SUSTAINABILITY
R R

READ THE REPORT




Fortinet's Path to Net Zero

Sustainable Operations

0 Reducing natural gas usage and transitioning to low-emissions
cooling systems in our buildings.

Renewable Energy

@ Achieving 100% renewable electricity use in all owned sites by
2030.

Sustainable Supply Chain

Ensuring suppliers have climate programs that align with ours.

Sustainable Products

@} Reducing product energy consumption and embedding circular
practices in our products and packaging.

=== Ambitious corporate climate action - Science Based Targets

-mw ©rortinet InC. All RIgnts Reserved.

Initiative

SBTi-Validated Near-Term
Climate Targets

58.8%

Emissions Reduction Target

Absolute reduction of Scope 1 and 2 emissions by 2030 from

a 2021 base year.

60.5%

Supplier Engagement

Of suppliers (by spend) will have science-based GHG

emissions reduction targets by 2029.

69.2%

Customer Engagement

Of customers (by revenue) will have science-based GHG

emissions reduction targets by 2029.



https://sciencebasedtargets.org/
https://sciencebasedtargets.org/
https://sciencebasedtargets.org/
https://sciencebasedtargets.org/
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Fortinet Contributes to the Sustainability of

Society

Addressing
Cybersecurity
Risk to Society

E

C - - a—

YBER
THREAT lﬂ)l ECONOMIC

ALLIANCE

CENTER FOR
=00 CYBERSECURITY
INTERPOQL  POLICY AND LAW

Global Partnerships
and Collaboration

—
=

—
MITR

ITRE
NGENUITY.
WORLD
FORUM

&5

Closing the
Cybersecurity
Skills Gap

Respecting the
Environment

Pledge Pledge
NET ZERO 1 Million
by 2030 88% people trained in cybersecurity by
Fortinet owned I w
fa::ili?iZso " ceos:sz(r)np‘:;on 2026
over industry-
by 2050 standard CPUs

across value

s \WEBMEN
i 4CYBER

TecHVErs WEMCY

600+

schools across 98 countries

© Fortinet Inc. All Rights Reserved.

&

Promoting
Responsible
Business

100%

of our key contract manufacturers
trained on our compliance and ethics
standards

F:=RTINET
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